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1. Introduction

This document describes the changes and enhancements to the FireID Mobile Authentication System( MAS)
software version 2.0.1.

2. Enhancements

2.1 Authentication Server Redesign

Issue Area Subject
Authentication
n/a Redesign
/ Server '8

The Authentication Server has been redesigned and is now more user-friendly and now includes a Setup Wizard to
help administrators setup the server, as shown in the screenshot below.

f) re‘d

User Managernent Bodit Trails Systern Configuration Logout root

Wiew Users | Create Mews User | Import Users
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Email Cellphone

—Azcount Infor mation
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There iz no data to display.
Select M Select Ml On Page Clear Selection L [la}
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Uszer Managernert Bdit Trails Systern Configuration Logout roct

Setup | Services | Settings | RADIUS | Proxy | Data Sources | Cedificates | External Auth | About

Quick Setup
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Quick Setup Client Detail Setup Email Setup

2.2 Authentication Server Server Logs Enhancements

Issue Area Subject

Authentication

n/a
/ Server

Server Logs Enhancement

Clients can now download the Configuration and Log files of the Authentication Server. These files may be useful to
diagnose and trace problems in case of a server malfunction.

fire!d

User Managemernt Bodit Trails Systern Corfiguration Logout roct

Cluick Wiews | Search | Export Server Details | Log Lewvels

Download Log Files Download Corfiguration Diowmiload Al Back
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2.2 Authentication Server Log Levels Configuration

Issue Area Subject

Authentication

n/a
/ Server

Log Levels Configuration

Clients can now configure the Log Levels of the Authentication Server.

fireld

User Managernent Bodit Trails Systern Configuration Logout root

Cluick View | Search | Export Server Details | Log Levels

Fire IDLewvel Config W

Soap Lewel Finer W

Spring Lewel Finest %

Custom hd
Change Cancel

2.3 Provisioning Server Customisation

Issue Area Subject
Provisionin ..
n/a & Customisation
Server

Clients can now customize the colour scheme, branding, and redirect page of the Provisioning Server to reflect their
organizational branding, as shown in the screenshots below.
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" FirelD Auth Server Management
fireld s g

License Info Set branding for authentication server : fizzpop

Deployment Logs

Set lcon

Set Login Page

Branding fl I'e d m

Primary Headers
Secondary Headers

This iz what the branding on vour deployment tutori als will look like.

Corporate Logo
The kg0 shonklbe awchr mage or a lage bimap.

Choose File | No file chosen

ick Primary Color
ok musti= o AEX fmat (g 8T 0000

#000000 .

ick Secondary Color
Cokarmistbe n HEXBmat (g sCC000s)

#E12923 .

" FirelD Auth Server Management
fireld s :

. These are the icons that your FirelD users will see on their token application.
License Info

Uzerswill 22 an icon which is adapted to the screen resolution of their phone.

Delﬂoyl“e“' LOQS Click on the images te change the individual icons.

Setlcon lzon Size lzan Image

Set Login Page amall o)

Branding medium [
large :'J

Set a Master Image

“rou may upload asingle master image, which will be sealed to produce the required icons.
Thizzhould be 3 square vectarimage.
Click here to set 3 master icon

Delete all icons

Clizk here to reset your icon to the FirelD default

" FirelD Auth Server Management
fireld s g

License Info Set the login page foryour users : fizzpop

Deployment Logs Users will be redirected to this page ones their FirelD token has been successfully installed.

Setlcon Fleaze entar the url foryvour login page:
) Flease use full URL format, &.9. hitp s, example, comdlogind
Set Login Page

Branding
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3. Resolved Issues
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Issue | Area Subject

201 Authentication Server Sensible defaults are not selected by default

206 Authentication Server The system does not differentiate between Numeric & Text characters

208 Authentication Server Users are unable to test the server without specifying a Proxy

217 Authentication Server Users are able to delete the user profile with which they are currently logged on
220 Authentication Server The Support link does not work in the About page

228 Authentication Server Entering too many characters in the Data Source Domain field causes an error
229 Authentication Server Entering too many characters in the Radius field causes an error

230 Authentication Server Radius authentication does not work

232 Authentication Server Users are unable to delete users from the system

233 Authentication Server Users obtain an error when testing the proxy settings with a random IP number
234 Authentication Server Users are able to test the proxy settings without specifying a Proxy name

243 Authentication Server The Active Directory passthrough does not work




