FirelD

FirelD Authentication Server User

Manual
Version 2.6.3

fire!d

Universal Personal Authenticator

www.fireid.com



www.fireid.com | support@fireid.com | 0861 FIRE ID (347 343)

fire

Universal Personal Authenticator

TABLE OF CONTENTS

INTRODUGCTION. ...ttt ettt ettt ettt e e ettt et ettt e e e e e e e e e e e e e e e e e e et et e e aaaaaeeeaeaeaaaaseaaaaaaaaame e e e e s asanaa e nnnannnnns 1
SECTION-ITHE FIREID MOBILETAENTICATION SYSTEM....coiiiiiiiiiiiiiii e, 2
L. L FIRED GOMPONENTS ...t ettestteetee ettt easeeesbeeasseesbeeaabe e bt e asbeesb bt ea b e e oh b e e ke e£h b e e bt e ea bt e ebe e em b e e eb bt embeenbbe s abeeebeenbneenreas 2
1.1.1 FirelD AUtNENTICALION ST .........eeiiireeiiiie et e e ettt e e e s e e s e e ss e e e snr e e e sre e e e nnneesrn e e s nnneeennes 2
1.1.2 FirelD Mobile APPIICALIQN. ........coo i e e e e e e e e e e e e s e e s s e aereeaaeeeeeannnans 2

R IORC B = L= 01T £=T 0= ) PSSR 2
SECTION AN ST ALLATIQN. ..ottt ettt e et st st nss st e st e bt 555552522 £ £t £t st s 555 e s e e et e e e e e e e eaeaeaeaeaameeeeened 4
2.1ARED AUTHENTICATICBERVERNSTALLATION. ... uetttteeeiteteeeessssassesrnnre et eeae e e s s s s s e et e eeeeesaesasnnrnnnneseeeeeeeeeeas 4
2.1.1 Dedicated Server INSLAIALION............coi e s st e b e e s aenes 4
2.1.2 Virtual Mahine Installation (OPtIONAI)..........ooiuiiiiiiiie e 4
2.1.3 FirelD System INStallatiOn............cccoeeiiiiiii e e e e e e e e e e e e e e e e e ee e e s e e e e e eeaenene e D
2.2INITIALSERVERIONFIGURATION. ...1ettttttetetes it sbase et r e e s e e st bbb s e e e et s e e e e s e s s s bbb bbb e s e e et e e e e e s e s s s sabb bbb e b e s e aaeeeeeeenaas 9
22500 o o o TSR 9
W A o1 (V7= L1 o] s KPP PP PPP PRSPPI 10
2.2.3 QUICK SELUP WIZA. ... .ceiiiiiiiiie ittt ettt e e e skttt e e e s sa bt e e e e e sabb et e e e s abbeeeeesanbbeeeeeeane 12
2.2.4 Create a New AdminIStrator Profil@...........ooooiiiiiiii e 14
SECTION-3VANAGING YOUR FIRAIDTHENTICATION SERVE.......ccoi e 15
TR IS S L PP PP PPPPT 15
700 0 R o1 2q= T TS T = (VT o PSSR 15

TN B O I I ST = T o TP PP PPPPPPPPPPPPPIN 16

I =1V (o1 =1 PP PP PP PP PP 17
IR 1 = N 1 PP PP PP PP 18
BUARADIUS . ..ttt e oottt ettt e e e e et et e e e eeeeeee et ettt attttttbnbnnaananeeeeeeeeaeaeeeeeeeaeeeeeaaanas 20
RS o 20 AP O PP P PP PPPPPPPTPP 21
BB ATASDURCES ..ottt r et e e e e e et e e e e e e e e e s e e et e e e e e e s e e e e e e e s e s n e 22
A0 =2 Tl 0 =i PP TR PPPP 24
RS 110 TP PP PP PP PUPPPTRT 24
3.8.1 Downloading the WSecurity Server CertifiCate. ...t 24
3.8.2 Downloading the WSecurity Server CertifiCate...........uuuiiiiiiie e 25
3.8.3 SOAP ServiCes SeCUTtY PrefEreNCES......uuiiiii et r e e e e e s s errereeeeeeeee s 25

B O BACKUR RESTORE. ...ttt et et e et e ettt et e e e 44 e 4 e e ettt et e e e e e a4 e ae bbb e e ettt e e e e e e e sa s s b r e b e e e nneeeeeaeeenaan 25
3.9.1 Creating @ BaCKUL.......ccii ittt e ettt et e e e e e e e e bbb er e e e e e e e e e e e aree e 25
3.9.2 RESIOMNNG 8 BACKLLD. ......teteeeeee ettt ettt et e e e e e e e s e e ettt e e et e e e e e e e e e e e e aannnbebbeeeaeaaaaaaens 26

3.9.3 DeletiNg @ BACKUP. ...cocii et e e a e e e e 27



www.fireid.com | support@fireid.com | 0861 FIRE ID (347 343)

fire

Universal Personal Authenticator

3. 10EXTERNARAUTHENTICATIGRROVIDER. ....ciiiiitiiiiiitttireetteetee e e s et sttt e ta e e e s e s e s s s e e et e e e e e s s s s s s a e e e e e neeeeeeas 27
3.10.1 Configuring a RADIUS External Authentication Provider..............cooiieeiiiiiiiiieeiicee e 29
3.10.2 Configuring an Active Directory External Authentication Provider.............cccvvveviiiiiiiieiniiiiee e, 29
3.10.3 RADIUS Migration PrOVIAEL..........ciiiiiiiiieiiee e e e e e e e s s sttt ee e et e e e e e e e s s s st ae e e eaeeaeeeesessnnnnnnrneneeeaaeeaens 30

L L DIAGNOSTICS et eteeauttentee ettt esseeesteesaeeeabeesae e e bt e ebe e eabs e oa bt e ebe e oab e e ohe e 4 ab e e She e e b e e eh bt e b et eh bt e b e e eR R e e ehe e e b e e nbn e e beenens 31

TR0 12 1 T i PP PPPPPPPPRN 32

LB TERVERIPDATES. ...ttt euteetttentee sttt esiteesbe e sat e e bt e eha e e bt e eabe e eh bt e bt e £ R bt e bt e eh et e ebe e e bt e eb bt ea ke e eh b e e b e e nh b e e e nn e e beeenreeneas 32

SECTION-AUSER ADMINISTRATION. ...ttt ime st e st aea bbb e bt s et s s s s 5 e e e st s b s s s s s s s e seseeeeeees 35

A L OREATINGBIEWUSERS. ....et et ettt et ettt et e e e s e ettt et e e e e e e e e e s e e ettt e e e e e e s aesaa e s e b n e b e e e et e tee e e e e s nrnr e ne e e s 35

4. 2IMPORTINGISERS. ...ttt et e e et e s ettt et et e e e e 4 ettt et e e e e e 44 e s e e e e e et e et e e e e e e s e e s n e b e e e e e e e e eaeeeenenannnnn 37
4.2.1 Importing USErs from @ DABIUICE ........ocuuiiiieiiiiiie ettt e s arnr e e e naes 37
4.2.2 Importing Users from @ CSVIe..........ooo i 37

A BUSERVMANAGEMENT. ... uttttttteitieie e et s b bt r et e e e e s s s s b e s e e e e se e e s e s s bbb e s e e e s e e e e e e e e e e s e b bbb e ae e e neesaeeees s s snnen 38
e B Y/ [0 o L= T T Y =T F= o =T 0 1= o 38
4.3.2 SINGIE USEI MANAOIENT ......eeeiee ettt ettt e e e st bt e e e e st bb e e e e s sabbee e e e s abbeeeeesanbbeeeeeane 39

SECTION BAUDIT TRAILS. ...ttt s s st be bttt ettt mss st s e et s bttt s se s e e e e e e e esbnreee o 41

D L QUICKVIEW . . ettt e oo oo et e e e e e e et et ettt e ettt ettt bbb bbb e e oo e e e e e e e e e e eeeeeaeteeaeetetebetbnnnnnnnn e 41

IS =7 Lo PP PP PP PP PEPTPPPRTRPRIN 41

D B EXPORTEERVERETAILS ...ttt ettt et e et e e e e e e s e e e et e e e e e e e e e s r e e r e e ae e e e 42

L el @ U U o PP PPPPP 42

SECTION-GPROVISIONING THE MOBAPPLICATION. ...cciiiieeeeee e 44

6.1 CONFIGURING THIROVISIONINBAGE . .....ceteeeeetisisiiitttreeteeeteeeeseasa sttt e e e e e e e e e e sa s bbb e ettt e e e e e e s aas s nnsbrnnreeeaeeeneas 44

6.2 PROVISIONINEIOBILEAPPLICATION EEIDUSERS ... e tteetiesiteesteesnteesseeesteesneeesseeanaeessesansessnseessessnseessesssessnneessesd 47
6.2.1 ProviSioning t0 & NEW USEL.........uuiiiiiiiiiiit ettt e sttt e st e e e e et bt e e s e abre e e e e nanees 48
6.2.2 To Provision to an EXiStiNG USEL.........c.uuiiiiiiiiiiiiiiiiiee e e e e A8

6.3 FECURING EHVIOBILETOKEN......ciiiiiiiiiiiitteteeii s et e e e e e e e sttt e e e e e s s e e e s s e s e e et e e e e e e e s et s bbb b b e e e e e e e e e e s s s sennnnnnes 50

6.4PROVISIONING THE USKBROBILEAPPLICATION. ....uttitiiiiieeiisiiiiisttsres e et ee e s s e s st rs s e e s r e e e e s s s s ssranreseseeeaeneeee s s 51
6.4.1 Installing the FirelD Mobile Application for the first time.............viiiiieei e, 51

6.4.2 Installing a new Token on an existing FirelD Mobile Application.............cccceeveiiiiiiiniiiiiiiieeeeeeen 52



www.fireid.com | support@fireid.com | 0861 FIRE ID (347 343)

fireld

Universal Personal Authenticator

‘ FirelD Authentication Server User Manual

VERSION 2.6.3

Introduction

FirelD is a highly secure mobile two-factor one-time-password (OTP) authentication system that makes use
ofendduser s6 mobile phones. At ofrbandl forQe Riseri om thejremoldle ghone d o

whenever a user requires a password to authenticate to a FirelD protected resource. The diagram below
depicts the login process:

RADIUS v

XML WELCOME

o Random One-Time- e User types in generated e User’s authorisation O User's request approved
Password generated OTP. request passes through and user is logged in.
by FirelD application existing network
on mobile (no sms infrastructure and FirelD
or internet activity). software authenticates OTP.

Figure 1 - FirelD Login Process

This user manual will guide you through the installation, configuration, and administration of the FirelD
Authentication Server Version 2.6.3 as well as the provisioning and usage of the FirelD Mobile application.

FirelD
FirelD Authentication Server User Manual
Version 2.6.3
Page 1 of 54
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Section 1 - The FirelD Mobile Authentication System

1.1 FirelD Components

The FirelD Mobile Authentication System consists of two elements: the FirelD Authentication Server and the
FirelD Mobile Application:

1.1.1 FirelD Authentication Server

The server provides authentication services for FirelD tokens through existing network infrastructure.

When a user logs in to a FirelD protected resource or system, the server authorises the OTP generated

by the userdés token. It is able to integrate direct
provision tokens to users, and authorise FirelD user authentication requests. The server also allows

systems administrators to provider Compound Authentication for even better security, i.e., in order to

access a resource, a user must enter a static password combined with an OTP.

The server is based on the Linux platform and is designed to run on a standalone machine or from a
virtual machine on a dedicated server.

FireID is managed through a web interface which is secured with granular permissions which can be
configured for administrators and help desk operators. Please refer to section 2.2 for more information on
accessing the web interface and how to navigate through it.

1.1.2 FirelD Mobile Application

The mobile applicationc ont ai ni ng a token(s) is installed on each
user selects the token to generate a new OTP on demand each time the user needs to login to a FirelD
protected resource. As soon as the user logs in, the OTP expires and cannot be used again.

1.1.3 Requirements
Step 1 - FirelD Authentication Server
The minimum recommended requirements for the FireID Server are as follows:
1 A dedicated computer with:
0 1GHz processor (Core 2 processor recommended)
A Both 32- and 64-bit processors are supported
1Gb RAM (2Gb recommended)
4 GB of available disk space (8Gb recommended)
1 Network access via Ethernet with DHCP and DNS integration
0 Realtek- or Intel-based cards are recommended
0 Atheros-based cards are not supported
1 Always-on Internet connectivity via network card
o Proxies are supported
1 CD- or DVD-Rom drive
FirelD
FirelD Authentication Server User Manual

Version 2.6.3
Page 2 of 54
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0 Only required during installation

1 Firefox web browser

Please note that all existing data on the server hard drives will be lost during the
installation!

For a virtualised environment (either for production or testing / evaluation):
1 Virtualisation software:
0 VMware Server 2.0 (recommended) or 1.x
A Freely available from http://www.vmware.com/
0 VMware ESX and ESXi

o Xen
0 Microsoft Hyper-V
1 Network configuration:
o Bridged network (where VM is connected to the external network) is recommended
0 NAT network (where VM is behind the host computer) is not recommended
Step 2 - FirelD Mobile Application
The mobile application supports almost any mobile phone and is available for the following platforms:
1 Android
1 Apple (available on the Apple App Store)
1 BlackBerry
1 Java
0 Colour display WAP enabled mobile phone with Java Midlet version 1.0 or later.
1 Windows Mobile

o0 Windows Mobile 6.0 Standard, Windows Mobile 6 Professional, Windows Mobile 5
with .Net Compact Framework 2.

FirelD
FirelD Authentication Server User Manual
Version 2.6.3
Page 3 of 54
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Section 2 - Installation

2.1 FirelD Authentication Server Installation

Please note that all existing data on the server hard drives will be lost during this
installation!

2.1.1 Dedicated Server Installation
1. Insert the FirelID CD/DVD into your CD/DVD drive.
2. Set your system to boot from CD/DVD in the BIOS.

3. Proceed to section 2.1.3.

2.1.2 Virtual Machine Installation (optional)
1. Create a new Virtual Machine.

2. Select Linux as the guest operating system, and at a minimum allocate 4 GB of disk space and
512mb of RAM.

Choose the bridged networking option.
4. Boot your virtual machine from the FirelD Installation CD.

Proceed to section 2.1.3.

2.1.3 FirelD System Installation

By proceeding with this step, all data on the primary hard drive will be lost!

1. You will be presented with the following installation boot menu. Type install and press the Enter
key:

FirelD
FirelD Authentication Server User Manual
Version 2.6.3

Page 4 of 54
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WARNING: FirelD is a server product and needs dedicated hardware to run.
The installation will overwrite all existing data on this computer.

Helcome to FirelD 2.8, build 6931

= To install, type: install <ENTER>

= To ignore installation and boot from your hard drive, type: <ENTER>

boot @ _

Figure 2 - Installation Boot Menu

2. Choose your language from the following menu:

Choose a language:

filbanian Shoip
firabic e
Basgue Euskaraz
Belarusian Benapyckad
Bosnian Bosanskl
Bulgarian BrACapCKA
Catalan Catald
Chinese (Simplified) Pz (i)
Chinese (Traditional) - 30 (ZEEE)
Croatian Hrvatski
Czech Cestina
Danish Dansk
putch Nederlands

English

<Go Back:>

| [!1] Choose language |

FPlease choose the language used for the installation process. This
language will he the default language for the final system.

This list is restricted to languages that can currently be displayed.

<Taby moves between items; <8

; <Enter: activates buttons

Figure 3 - Choosing the Language

0861 FIRE ID (347 343)

3. Based on your language choice above, you will be asked to choose your country/territory in the

next menu:

FirelD

FirelD Authentication Server User Manual

Version 2.6.3
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Figure 4 - Choosing Country/Region
4. Choose your keyboard layout from the next menu options:

Figure 5 - Choosing Keyboard Layout part 1

FirelD
FirelD Authentication Server User Manual
Version 2.6.3
Page 6 of 54
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Figure 6 - Choosing Keyboard Layout part 2

Figure 7 - Choosing Keyboard Layout part 3
Please wait while the system configuration and pre-installation processes are executed.

The FirelD Server will be assigned an IP address on your network automatically.

Choose an appropriate single word hostname (the hostname cannot consist of numbers only) for
your server:

FirelD
FirelD Authentication Server User Manual

Version 2.6.3
Page 7 of 54
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Figure 8 - Choosing server Hostname
8. Please wait while the installation prepares the server for the installation.

Choose a secure password for the root account on the server. This is the default administrator
account to the back-end of the FirelD server and will be necessary should you wish to modify the
default system configuration at a later stage:

Figure 9 - Choosing root password

Please remember this password, you will be required to enter it to log into the web
management interface of the FirelD server

10. Please wait while the FirelD server is installed on the server. This process may take some time,
depending on available system resources:

Figure 10 - Installation process

FirelD
FirelD Authentication Server User Manual

Version 2.6.3
Page 8 of 54
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11. Once the FirelD server has been installed, the system will restart. It will display the FirelD
Aut hentication Servero6s | P address and the SSL ce
known in order to continue with the second part of the installation process:

[Gtarting up

LLoading, please wait...

kinit: name_to_dev_t(sdevrssda5) = =sda5(§,5)
kinit: trying to resume from ~sdevrssdab
kinit: No resume image, doing normal boot...

Fireflight Mobile Authentication Server
Releasze 6931
MAC address: 00:0c:29:87:a8:30
IP address : 10.10.10.97

To manage this server, go to
https:ssmainauthserver . ffad.fireflight.co.za~
ith a web brouwser.

The SSL certificate should have the following fingerprints:
SHA1l: 05:C3:6E:58:92:95:1A:18:BE:20:9n:4A:72:8B1:BB:2C:18:16:92:BB
MDS : FA:53:F0:B4:E0:61:10:01:08:98:8C:4D:DF:0A:EB:25

ainAuthServer login:
Figure 11 - Installation completed

12. When you see Figure 11 - Installation completed shown above, the FirelD Authentication Server
installation process is complete. Now you can move over to a client machine to perform initial
configuration and activate the FirelD server.

2.2 Initial Server Configuration

Now that the FirelD Server has been installed, you will need to register and activate it.

2.2.1Login

1. To begin configuration, please open your internet browser and navigate to your FirelD Server by
typing in théeéttps/tbd rfeoslsl owaerd dy the | P address of
Server, e.g., https://10.11.12.13 (if you do not know the IP address, please refer to the server
console screen as shown in Figure 11 - Installation completed).

2. You will receive a security certificate warning message, please accept the certificate to proceed.
3. The FirelD administration web interface will appear:

FirelD
FirelD Authentication Server User Manual
Version 2.6.3

Page 9 of 54
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Usemame root

Credentials

Login

Figure 12 - Web interface login page

4. Enter o6r oot 6 amterthehpasswosl gou ohase during the server installation (please
refer to step 8 in section 2.1.3) and click on the Login button.

5. You will be redirected to the License Server for registration and activation.

2.2.2 Activation

You have now completed the installation of the FirelD server and need to activate it in order to use it.
The server activation requires an Activation Key, which you can request from FireID Customer Services
by clicking on the Request a License button:

\,.

fire

“fou have sucoessfully installed your FirelD Authentication Server.

In order for you to use your server, you need to have an activation key.

Enter your activation key

If you have received an email with your FirelD activation key, please enter it below and dick Activate.
Activate
L

..of request a license

If you do not have an activation key, you can reguest a license. Regquest a license

Figure 13 - Activation Key

When requesting an Activation Key, please provide the following details: Company name, Name, Email
address, Telephone number and job Designation, as show in the figure below:

FirelD
FirelD Authentication Server User Manual

Version 2.6.3
Page 10 of 54
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fi re‘d '"

Welcome to FirelD

Request an Authentication Server License

We need some contact information in order to issue an Authserver License.

Enter your contact details

Company: Telephone:
Hame: Designation:
Email:

Continue

Figure 141 Activation Key request

Please wait as your Activation Key is emailed to you. Once you obtain your Activation Key, login to your
server, provide a Server Description, your Location and agree to the Terms & Conditions before
clicking on the Activate button:

fi re‘d '"

Welcome to FirelD

Complete your server's activation
Optional details

It is highly recormmended that you enter the following optional information about your server. Entering a sensible and identifiable name here will
aszsist us in giving you the best support possible.

Server description:

Location: South Africa El

Read and accept the FirelD terms and conditions

| have read the FirelD Organization License Agreement.

| am employed by the organization named above and am authorized by this organization to make the legally binding commitments provided in
the FirelD Organization License Agreement. Without limiting these license terms:

| acknowledge that the FirelD software is prowvided "as-is", subject to the warranty exclusions and limitations of liability stated in the
organisational license agreement.

| agree to the above terms and conditions. Activate

Figure 15 - Activate server

FirelD
FirelD Authentication Server User Manual
Version 2.6.3

Page 11 of 54
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2.2.3 Quick Setup Wizard

You will now be redirected to the Login page of the Authentication Server administrative interface.
Please log in, the Quick Setup Wizard will be launched to guide you through the initial setup of your
server:

Step 1 - Client Detail Setup

1. Please enter your Company Name, Token Name and the Email Subject to be used for
provisioning emails as shown in the figure below:

Quick Setup Wizard

Client Detail Setup

Company Name Comgany The name comespondence will be branded under.

Token Mame Commgany Token Himzn-frendly senser name displayed on foken

Subject CormgaErry Metwark Sacurly ESubject for provisioning emails seni fo users
Cancal Next =

Figure 16 - Client Detail Setup
2. Click on Next to proceed.

3. The following screen will appear. Click on Next to proceed to the Email Setup Wizard:

Quick Setup Wizard

Congratulations, your Server Name has been setup.

Next, you are geing to setup e-mail settings for your server.

Eack Cancel Mext =

Figure 17 - Proceeding to email setup

Step 2 - Email Setup

1. Please enter the Email Address, SMTP Server, SMTP Server Port, and other details as shown
in the figure below: cheerful

FirelD
FirelD Authentication Server User Manual

Version 2.6.3
Page 12 of 54



www.fireid.com | support@fireid.com | 0861 FIRE ID (347 343)

fire

Universal Personal Authenticator

Quick Setup Wizard

Email Setup Wizard

Email Address The e-mail address to use for the Authentication Server.
SMTP Server The hostname or IP address of the SMTP mail senver.
SMTP Server Port The SMTF port number on the server. (Usuall 25.)
Use SMTP
Authentication
Usemams The SMTF Usemame for SMTFP authentication.
Password The SMTF password for SMTFP authenfication.
Use 551

Cancal Hent =

Figure 18 - Email Setup
2. Click on Next to proceed.

3. Should you wish to test the settings you have entered, enter an email address in the following
screen and click on Send Test Email, else click on the Skip Test button to proceed:

Quick Setup Wizard

Email Setup Wizard

(Optional) Test Email Seftings

Test Email Address info@company .com

Cancel Back Skip Test Send Test Emnzil

Figure 19 - Email Test
4. The following screen will appear:

Quick Setup Wizard

Email Setup Wizard

Click'Finizh' to Update yvour email settings (na test e-mail was sent as requested by you)
Click'Badck if you want to change your zettings

Click on 'Cancel' to cancel this wizard (your changes will not be zaved)

Cancel Eack Finish

Figure 20 - Completing Quick Setup Wizard
5. Click on Finish to complete the Wizard.

FirelD
FirelD Authentication Server User Manual
Version 2.6.3

Page 13 of 54



www.fireid.com | support@fireid.com | 0861 FIRE ID (347 343)

fire

Universal Personal Authenticator

2.2.4 Create a New Administrator Profile

For security reasons, it is strongly recommended that you create a new administrator profile before using
your server:

1. Click o n UsehManagiementd t ab.
2. You will be presented with a list of users. This list will be empty until you add another user:

u.sarhlanagement AL Tralls Spstem Configuration L Oe0eLiE N

View Users | Create New User | Import Users

Search
Enabled ]| Locked [l  Has Token =]
Ssarch Lssrs
There is no dats to display.
bt 4 Salect Al O Page Clear Sakction ] Do

Figure 21 - Creating a new Administrator profile
3. Click on the Create New User link and entertheuser name o6admindé (pl dise refe

4. Please ensure that the following System Permissions options are selected:

—System Permissions

Alloway Uizers Administration
Alloway Audit Administration

Allorwy Swystem Administration

E E A E

Allowy Direct Token Deployment

Figure 22 - Selecting Systems Permissions

Your FirelD Authentication Server is now installed, activated, secured and ready to
integrate with the existing authentication systems on your network.

FirelD
FirelD Authentication Server User Manual

Version 2.6.3
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Section 3 - Managing your FirelD Authentication Server

The backend configuration of the FirelD Authentication Server is located on the Systems Configuration tab.
You can manage the basic server configuration, license information, external authentication systems
integration and system backup tasks within this tab. The following configuration options are available.

Setup
Services
Settings
RADIUS
Proxy
Data Sources
Certificates
SOAP
Backups
External Auth
Diagnostics

About

3.1 Setup

Configure basic server settings using the Setup Wizards
Start, stop or restart FirelD services

Detailed Server settings

Configure external integration with RADIUS server
Configure your proxy settings

Configure external data sources

View & Delete certificates

Configure SOAP API security settings

Create & Delete Backups and Restore backups
Configure external Authentication providers

Run server diagnostics

Server & License information and access to Management

You can use the Wizards under the Setup tab to configure the basic settings of your FirelD Authentication
Server (please refer to section 2.2.3):

Quick Setup

@Q

Quick Setup

3.1.1 Token Setup

~ = - © [+ ]
4= 7 oy
J P & C
Client Detail Setup Email Setup Token Setup OTP Setup

Figure 23 - Quick Setup Wizards

This screen allows you to choose to enforce the use of a PIN code on the mobile application as well as
choose the length of the Secret Key and whether to include it in the provisioning email sent to your users.
For more information on the Secret Key, please refer to section 6.4. The Token Setup screen is shown in

the figure below:
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Quick Setup Wizard
Token Setup Wizard

Enfiorce Pin D Enforce FIN on Mobile Application

Include Uisar Key

In Emnaail Include the user's key whean mailing the prowisioning URL

Length of user key

in characters 8 Must be an integer betwesn 8 and 32 [inclusive)
Cancsl et =

Figure 24 - Token Setup

1. Choose whether to enforce the use of a PIN code on the mobile application by selecting the
Enforce PIN checkbox.

2. Choose whether to include the User 6s HnelydelUser t he p
Key in Email checkbox.

Specify the length of the User Key and click on Next to proceed.

4. Click on Finish to complete the wizard.

Please note that choosing PIN Enforcement will also enforce the default minimum
length for a PIN code, which is 4 digits.

3.1.2 OTP Setup

This setting allows you to choose the type and length of the one-time-password generated by the mobile
application. By default, the OTP is set to be six alphanumerical characters. It is highly recommended
that you do not specify a smaller OTP length, since this will compromise the level of security of the
authentication server.

Please note that the wizard will not allow you to setup an OTP which is inherently insecure. For example,
while it may be acceptable to configure the OTP as five alphanumerical or alphabetical characters, you
will not be allowed to configure the OTP as five numeric characters.

The wizard will also display warning messages when you choose a security level which it deems to be
inappropriate.

Please note that the level of security of your Authentication Server will be affected
by the choices you make here. It is highly recommended that you use a
minimum OTP strength of 6 alphanumerical characters.

1. Choose the type of OTP by clicking on the OTP Alphabet drop-down box. The OTP can be
Alphanumeric (default), Alphabetical, or Numeric:

FirelD
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Setup | Services | Settings | RADIUS | Proxy | Data Sources | Certificates | Backups | External Auth | Diagnostics | About

OTP Setup Wizard

We recommend that you choose a more secure setting.

OTP Alphabet Alraticsl [ | The setf of letters from which OTPs are formed
Mumerk . .
OTF Length AlprEmEnic + th of an auto OTP
Alpnabstizal
Cancal oK

Figure 251 Choosing Type of OTP

2. Choose the length of the OTP by clicking on the OTP Length drop-down box. The length of the
OTP can range from five to ten. The default OTP Length is set to be six:

Setup | Services | Settings | RADIUS | Proxy | Data Sources | Certificates | Backups | External Auth | Diagnosties | About

OTP Setup Wizard

We recommend that you choose a3 more secure setting.

OTP Alphabet Aprzngtial [ | The =&t of letters from which OTPs are formed

QTP Length 5 [l Length of an auto OTP

Cangal oK

Figure 26 - Choosing OTP length

Pl ease note that to resynchronise a use
successive OTPs and the authentication server will then synchronise itself with the

A

user 6s token application.

3.2 Services

The FirelD Authentication Server exposes a number of services over its network connection. You may
choose to enable or disable some or all of these services for security reasons.

You can start, stop or restart the services simply by clicking on the appropriate Action link. A list of available
services is shown below:
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Setup | Services | Settings | RADIUS | Proxy | Data Sources | Certificates | SOAP | Backups | External Auth | Diagnostics | About
Description Status Action
S0AP on HTTPS Running Stop
55H Access Running Stop Restart
FirelD Server Running Restart
RADIUS Running Stop
Figure 27 - Services
3.3 Settings
The following settings can be changed in the Settings page.
Group Name Description

Authentication
preferences

authserver.automaticLockDuration

authserver.challengeRequestsAllowed

authserver.failureDelay

authserver.globalRequestsPerMinute

authserver.maillnitKey

authserver.maxAuthRetries

authserver.rootUser

authserver.userRequestsPerMinute

authserv.otp.alphabet*

authserv.otp.autoLength*

authserv.otp.lookahead*

authserv.otp.mobileWebUrl

authserv.otp.responselLength*

FirelD

FirelD Authentication Server User Manual
Version 2.6.3

The duration an account is locked automatically, if more than
maxAuthRetries authentication attempts were made. Specified in
seconds.

The number of consecutive challenge requests allowed without a
successful login

The amount of time a failed authentication attempt should wait in
milliseconds

The Maximum Number of SOAP Requests per minute

Include the user's key when mailing the provisioning URL

The number of unsuccessful authentication attempts to allow
before locking a user's account automatically.

Default root user on the FirelD Authentication Server

The Maximum Number of SOAP Requests per minute for a user

The set of letters from which OTPs are formed

Length of an auto OTP

The number of OTPs that are not used before users need to
resynch their tokens with the server.

Base address for the Mobile Web token

Length of a challenge response
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Group Name
authserv.otp.resynclookahead

authserv.otp.syncLength*

authserv.otp.userKeyLength*

Authentication-

Web auth-web.default.account.locked

auth-web.default.compound.enabled

auth-
web.default.hardwaretokens.enabled

auth-web.default.otp.token.enabled

auth-web.default.password.enabled

Client details authserver.companyName

authserver.shortName

provisioning.email.subject

Internal services authserver.soap.secure.enabled

logging.audits.local
logging.audits.syslog
logging.diagnostics.local
logging.diagnostics.syslog

logging.syslog.info

www.fireid.com | support@fireid.com | 0861 FIRE ID (347 343)

Description

OTP Resync Lookahead

Length of a synchronisation response

Length of user key in characters

Whether the Account Locked checkbox must be ticked by default
or not

Whether the Compound Enabled checkbox must be ticked by
default or not

Whether Hardware Token support is enabled

Whether OTP Token Enabled checkbox must be ticked by default
or not

Whether the Password Enabled checkbox must be ticked by
default or not

The name correspondence will be branded under

Human-friendly server name displayed on token

Subject for provisioning emails sent to users

Enable or disable SOAP through https

Enable audits being logged to the local database

Enable audits being logged to the syslog

Enable diagnostics being logged to the local drive

Enable diagnostics being logged to syslog

Syslog host information

Table 1 - Authentication Server settings

Once you have selected/edited the settings, click on the Update button to save your changes.
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ease note that t hecasnetbdchamged, these settingsaared * 6

greyed out in the Settings page.

The Advanced Settings button on the Settings page refers to the Transaction Verification
settings. Please refer to the Transaction Verification Solution Overview document for more

3.4 RADIUS

details.

The FirelD authentication server exposes a RADIUS service which will allow external systems to
authenticate users. Before your VPN service or system can use the FirelD server to authenticate users using
RADIUS, it must be set up as a RADIUS client on the FirelD server. RADIUS clients are other computers
which are allowed to access the FirelD server via the RADIUS protocol.

You can configure a RADIUS Client by following the steps below:

1. Click on the System Configuration tab.
2. Click on the RADIUS tab.

3. Click on the Configure New Client link to create a new RADIUS client.

4. Enter

the required details as shown in the figure below:

Setup | Services | Settings | RADIUS | Proxy | Data Sources | Certificates | SOAP | Backups | External Auth | Diagnostics | About

Name
P

Shared Secret

User Pattern

Radius Attributes

Radius Attributes
Example

Shared Secret:

FirelD

x Please Note: Using special characters might cause RADIUS authentication fo fail. We

recommend using letters and/or digits.

Regular Expression, for example, use S@fireidLcom to match only vsers from the domain

fireid.com

Service-Type=1 =
Framed-Protocol=1 P

Create Cancel
Figure 28 - Configuring a RADIUS client

Name: The name of the RADIUS client
IP:  The IP address of the client

FirelD Authentication Server User Manual
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User Pattern: Enter a user pattern to match users from a specific domain
Examples of valid patterns:
F@fireid\.com
(*@fireid\.com)|(.*@somewhere\.com)
(*@fireid\.com)|(fred@somewhere\.com)
(*@fireid\.com)|((bob|fred)@somewhere\.com)
(*@fireid\.com)|(FFAD\\.*)
Blank patterns shall be construed as being .*, i.e., matching any user name

Radius Attributes: Enter the RADIUS attributes required for your external RADIUS server

5. Click on the Create button to create this RADIUS client. It will appear on the screen with a
confirmation message:

Setup | Services | Settings | RADIUS | Proxy | Data Sources | Certificates | SOAP | Backups | External Auth | Diagnostics | About

Radiug Client (vpn.access) Saved
Name Host Name User Pattern Action
VpN.ACCesSs 10101078 Delete
Configure New Client
Figure 29 - RADIUS client

6. To delete a RADIUS client, click on the Delete link under the Action column.

3.5 Proxy

If your organisation uses a proxy server to access the internet, you will need to specify these proxy settings
in the Proxy tab. You can configure your proxy client by following the steps below:

1. Click on the System Configuration tab.
2. Click on the Proxy tab.
3. Select the Use Proxy checkbox and enter the required details as shown in the figure below:

FirelD
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Setup | Services | Settings | RADIUS | Proxy | Data Sources | Certificates | SOAP | Backups | External Auth | Diagnostics | About

Use Proxy D
Host

Port 3128

Use Authentication D

Username

Password

Test Save
Figure 30 - Configuring Proxy settings

Host The name of the Proxy server
Port The port through which to access the Proxy server
Use Authentication Select this option if authentication is required to access the
Username Username required to access the Proxy server
Password Password required to access the Proxy server
4. Click on the Test button to test the connection to the Proxy server.

Click on the Save button to save this Proxy server.

3.6 Data Sources

Since you may have user information currently stored in a database or directory, the FirelD authentication

server will allow you to access or import this information. This will avoid the inconvenience of manually

migrating users onto the FirelD authentication server. Data sources define the locations where specific user

data is stored. You can store various elementsneM a us
data sources. You can define data sources to link into existing databases as well.

You can define two types of data sources: Active Directory and LDAP. Also, please note that each data
source must have a unique name.

You can configure data sources by following the steps below:
1. Click on the System Configuration tab.
2. Click on the Data Sources tab.

3. Click on the New Data Source link to create a new data source client. The following screen will
appear:

FirelD
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10.

11.

12.

FirelD

Figure 31 - Configuring Data Source settings

Enter the settings in the appropriate fields:

Name: The name of the Datasource
Type Choose Active Directory or LDAP

Domain The Fully Qualified Domain Name of the DNS Server containing the Active
Directory

Once the correct Domain name has been specified, the Domain Controller dropdown box will be
populated with the Domain Controllers from the active Directory server. Click on the Domain
Controller dropdown box and choose the required Domain Controller.

Enter a username and associated password for a User with rights to access the Active
Directory.

Select the Require Encryption option if the connection should be encrypted.
Select the Require Valid Certificate option if the connection requires a valid certificate.
If you are adding an LDAP server, please enter the LDAP URL in the URL field.

The specified settings for the Secure Port and Time Out are default values; you may specify
your own.

Click on the Detect button to detect the Base DN. You may be required to specify further
settings depending on the configuration and/or size of your Active Directory.

Click on the Test Connection button to test the connection to the Active Directory/LDAP server.
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