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Introduction 

FireID is a highly secure mobile two-factor one-time-password (OTP) authentication system that makes use 
of end-usersô mobile phones.  A new OTP is generated out of band for the user on their mobile phone 
whenever a user requires a password to authenticate to a FireID protected resource.  The diagram below 
depicts the login process: 

 

Figure 1 - FireID Login Process 

This user manual will guide you through the installation, configuration, and administration of the FireID 
Authentication Server Version 2.6.3 as well as the provisioning and usage of the FireID Mobile application. 
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Section 1 - The FireID Mobile Authentication System 

1.1 FireID Components  

The FireID Mobile Authentication System consists of two elements:  the FireID Authentication Server and the 
FireID Mobile Application: 

1.1.1 FireID Authentication Server  

The server provides authentication services for FireID tokens through existing network infrastructure. 
When a user logs in to a FireID protected resource or system, the server authorises the OTP generated 
by the userôs token. It is able to integrate directly to existing infrastructure to access the user base, 
provision tokens to users, and authorise FireID user authentication requests.  The server also allows 
systems administrators to provider Compound Authentication for even better security, i.e., in order to 
access a resource, a user must enter a static password combined with an OTP. 

The server is based on the Linux platform and is designed to run on a standalone machine or from a 
virtual machine on a dedicated server.  

FireID is managed through a web interface which is secured with granular permissions which can be 
configured for administrators and help desk operators. Please refer to section 2.2 for more information on 
accessing the web interface and how to navigate through it.  

1.1.2 FireID Mobile Application  

The mobile application containing a token(s) is installed on each userôs mobile phone by the user.  The 
user selects the token to generate a new OTP on demand each time the user needs to login to a FireID 
protected resource.  As soon as the user logs in, the OTP expires and cannot be used again.  

1.1.3 Requirements  

Step 1 -  FireID Authentication Server  

The minimum recommended requirements for the FireID Server are as follows: 

¶ A dedicated computer with: 

o 1GHz processor (Core 2 processor recommended) 

Á Both 32- and 64-bit processors are supported 

¶ 1Gb RAM  (2Gb recommended) 

¶ 4 GB of available disk space (8Gb recommended) 

¶ Network access via Ethernet with DHCP and DNS integration 

o Realtek- or Intel-based cards are recommended 

o Atheros-based cards are not supported 

¶ Always-on Internet connectivity via network card 

o Proxies are supported 

¶ CD- or DVD-Rom drive 
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o Only required during installation 

¶ Firefox web browser 

For a virtualised environment (either for production or testing / evaluation): 

¶ Virtualisation software: 

o VMware Server 2.0 (recommended) or 1.x 

Á Freely available from http://www.vmware.com/ 

o VMware ESX and ESXi 

o Xen 

o Microsoft Hyper-V 

¶ Network configuration: 

o Bridged network (where VM is connected to the external network) is recommended 

o NAT network (where VM is behind the host computer) is not recommended 

Step 2 -  FireID Mobile Application  

The mobile application supports almost any mobile phone and is available for the following platforms:  

¶ Android 

¶ Apple (available on the Apple App Store) 

¶ BlackBerry 

¶ Java 

o Colour display WAP enabled mobile phone with Java Midlet version 1.0 or later. 

¶ Windows Mobile 

o Windows Mobile 6.0 Standard, Windows Mobile 6 Professional, Windows Mobile 5 
with .Net Compact Framework 2. 

Please note that all existing data on the server hard drives will be lost during the 
installation! 

http://www.vmware.com/
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Section 2 - Installation 

2.1 FireID Authentication Server Installation  

2.1.1 Dedicated Server Installation 

1. Insert the FireID CD/DVD into your CD/DVD drive. 

2. Set your system to boot from CD/DVD in the BIOS.  

3. Proceed to section 2.1.3. 

2.1.2 Virtual Machine Installation (optional)  

1. Create a new Virtual Machine.  

2. Select Linux as the guest operating system, and at a minimum allocate 4 GB of disk space and 
512mb of RAM.  

3. Choose the bridged networking option.  

4. Boot your virtual machine from the FireID Installation CD. 

5. Proceed to section 2.1.3. 

2.1.3 FireID System Installation 

1. You will be presented with the following installation boot menu.  Type install and press the Enter 
key: 

Please note that all existing data on the server hard drives will be lost during this 
installation! 

By proceeding with this step, all data on the primary hard drive will be lost! 
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Figure 2 - Installation Boot Menu 

2. Choose your language from the following menu: 

 

Figure 3 - Choosing the Language 

3. Based on your language choice above, you will be asked to choose your country/territory in the 
next  menu: 
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Figure 4 - Choosing Country/Region 

4. Choose your keyboard layout from the next menu options: 

 

Figure 5 - Choosing Keyboard Layout part 1 
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Figure 6 - Choosing Keyboard Layout part 2 

 

Figure 7 - Choosing Keyboard Layout part 3 

5. Please wait while the system configuration and pre-installation processes are executed. 

6. The FireID Server will be assigned an IP address on your network automatically. 

7. Choose an appropriate single word hostname (the hostname cannot consist of numbers only) for 
your server: 
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Figure 8 - Choosing server Hostname 

8. Please wait while the installation prepares the server for the installation. 

9. Choose a secure password for the root account on the server.  This is the default administrator 
account to the back-end of the FireID server and will be necessary should you wish to modify the 
default system configuration at a later stage: 

 

Figure 9 - Choosing root password 

10. Please wait while the FireID server is installed on the server. This process may take some time, 
depending on available system resources: 

 

Figure 10 - Installation process 

 

 

Please remember this password, you will be required to enter it to log into the web 
management interface of the FireID server 
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11. Once the FireID server has been installed, the system will restart.  It will display the FireID 
Authentication Serverôs IP address and the SSL certificate fingerprints.  This IP address must be 
known in order to continue with the second part of the installation process: 

 

Figure 11 - Installation completed 

12. When you see Figure 11 - Installation completed shown above, the FireID Authentication Server 
installation process is complete. Now you can move over to a client machine to perform initial 
configuration and activate the FireID server.  

2.2 Initial Server Configuration 

Now that the FireID Server has been installed, you will need to register and activate it. 

2.2.1 Log in 

1. To begin configuration, please open your internet browser and navigate to your FireID Server by 
typing in the address bar óhttps://ô followed by the IP address of your FireID Authentication 
Server, e.g., https://10.11.12.13 (if you do not know the IP address, please refer to the server 
console screen as shown in Figure 11 - Installation completed). 

2. You will receive a security certificate warning message, please accept the certificate to proceed. 

3. The FireID administration web interface will appear: 

https://10.11.12.13/
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Figure 12 - Web interface login page 

4. Enter órootô as the username, enter the password you chose during the server installation (please 
refer to step 8 in section 2.1.3) and click on the Login button. 

5. You will be redirected to the License Server for registration and activation. 

2.2.2 Activation 

You have now completed the installation of the FireID server and need to activate it in order to use it.  
The server activation requires an Activation Key, which you can request from FireID Customer Services 
by clicking on the Request a License button: 

 

Figure 13 - Activation Key 

When requesting an Activation Key, please provide the following details: Company name, Name, Email 
address, Telephone number and job Designation, as show in the figure below: 
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Figure 14 ï Activation Key request 

Please wait as your Activation Key is emailed to you.  Once you obtain your Activation Key, login to your 
server, provide a Server Description, your Location and agree to the Terms & Conditions before 
clicking on the Activate button: 

 

Figure 15 - Activate server 
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2.2.3 Quick Setup Wizard 

You will now be redirected to the Login page of the Authentication Server administrative interface.  
Please log in, the Quick Setup Wizard will be launched to guide you through the initial setup of your 
server: 

Step 1 -  Client Detail Setup 

1. Please enter your Company Name, Token Name and the Email Subject to be used for 
provisioning emails as shown in the figure below: 

 

Figure 16 - Client Detail Setup 

2. Click on Next to proceed. 

3. The following screen will appear.  Click on Next to proceed to the Email Setup Wizard: 

 

Figure 17 - Proceeding to email setup 

Step 2 -  Email Setup 

1. Please enter the Email Address, SMTP Server, SMTP Server Port, and other details as shown 
in the figure below: cheerful 
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Figure 18 - Email Setup 

2. Click on Next to proceed. 

3. Should you wish to test the settings you have entered, enter an email address in the following 
screen and click on Send Test Email, else click on the Skip Test button to proceed: 

 

 

Figure 19 - Email Test 

4. The following screen will appear: 

 

Figure 20 - Completing Quick Setup Wizard 

5. Click on Finish to complete the Wizard. 
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2.2.4 Create a New Administrator Profile 

For security reasons, it is strongly recommended that you create a new administrator profile before using 
your server: 

1. Click on the óUser Managementô tab. 

2. You will be presented with a list of users.  This list will be empty until you add another user: 

 

Figure 21 - Creating a new Administrator profile 

3. Click on the Create New User link and enter the username óadminô (please refer to section 4.1). 

4. Please ensure that the following System Permissions options are selected: 

 

Figure 22 - Selecting Systems Permissions 

Your FireID Authentication Server is now installed, activated, secured and ready to 
integrate with the existing authentication systems on your network. 
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Section 3 - Managing your FireID Authentication Server 

The backend configuration of the FireID Authentication Server is located on the Systems Configuration tab.  
You can manage the basic server configuration, license information, external authentication systems 
integration and system backup tasks within this tab.  The following configuration options are available. 

Setup Configure basic server settings using the Setup Wizards 

Services Start, stop or restart FireID services 

Settings Detailed Server settings 

RADIUS Configure external integration with RADIUS server 

Proxy Configure your proxy settings 

Data Sources Configure external data sources 

Certificates View & Delete certificates 

SOAP Configure SOAP API security settings 

Backups Create & Delete Backups and Restore backups 

External Auth Configure external Authentication providers 

Diagnostics Run server diagnostics 

About Server & License information and access to Management 
Console 

3.1 Setup 

You can use the Wizards under the Setup tab to configure the basic settings of your FireID Authentication 
Server (please refer to section 2.2.3): 

 

Figure 23 - Quick Setup Wizards 

3.1.1 Token Setup 

This screen allows you to choose to enforce the use of a PIN code on the mobile application as well as 
choose the length of the Secret Key and whether to include it in the provisioning email sent to your users.  
For more information on the Secret Key, please refer to section 6.4.  The Token Setup screen is shown in 
the figure below: 
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Figure 24 - Token Setup 

1. Choose whether to enforce the use of a PIN code on the mobile application by selecting the 
Enforce PIN checkbox. 

2. Choose whether to include the Userôs Key in the provisioning email by selecting the Include User 
Key in Email checkbox. 

3. Specify the length of the User Key and click on Next to proceed. 

4. Click on Finish to complete the wizard. 

3.1.2 OTP Setup 

This setting allows you to choose the type and length of the one-time-password generated by the mobile 
application.  By default, the OTP is set to be six alphanumerical characters.  It is highly recommended 
that you do not specify a smaller OTP length, since this will compromise the level of security of the 
authentication server. 

Please note that the wizard will not allow you to setup an OTP which is inherently insecure.  For example, 
while it may be acceptable to configure the OTP as five alphanumerical or alphabetical characters, you 
will not be allowed to configure the OTP as five numeric characters. 

The wizard will also display warning messages when you choose a security level which it deems to be 
inappropriate. 

1. Choose the type of OTP by clicking on the OTP Alphabet drop-down box.  The OTP can be 
Alphanumeric (default), Alphabetical, or Numeric: 

Please note that choosing PIN Enforcement will also enforce the default minimum 
length for a PIN code, which is 4 digits. 

Please note that the level of security of your Authentication Server will be affected 
by the choices you make here.  It is highly recommended that you use a 

minimum OTP strength of 6 alphanumerical characters. 
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Figure 25 ï Choosing Type of OTP 

2. Choose the length of the OTP by clicking on the OTP Length drop-down box.  The length of the 
OTP can range from five to ten.  The default OTP Length is set to be six: 

 

Figure 26 - Choosing OTP length 

3.2 Services 

The FireID Authentication Server exposes a number of services over its network connection.  You may 
choose to enable or disable some or all of these services for security reasons. 

You can start, stop or restart the services simply by clicking on the appropriate Action link.  A list of available 
services is shown below: 

Please note that to resynchronise a userôs token, the user must enter three (3) 
successive OTPs and the authentication server will then synchronise itself with the 

userôs token application. 
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Figure 27 - Services 

3.3 Settings 

The following settings can be changed in the Settings page.  

Group Name Description 

Authentication 
preferences 

authserver.automaticLockDuration 
The duration an account is locked automatically, if more than 
maxAuthRetries authentication attempts were made. Specified in 
seconds. 

 authserver.challengeRequestsAllowed The number of consecutive challenge requests allowed without a 
successful login 

 authserver.failureDelay The amount of time a failed authentication attempt should wait in 
milliseconds 

 authserver.globalRequestsPerMinute The Maximum Number of SOAP Requests per minute 

 authserver.mailInitKey Include the user's key when mailing the provisioning URL 

 authserver.maxAuthRetries The number of unsuccessful authentication attempts to allow 
before locking a user's account automatically. 

  authserver.rootUser Default root user on the FireID Authentication Server 

 authserver.userRequestsPerMinute The Maximum Number of SOAP Requests per minute for a user 

 

 authserv.otp.alphabet* The set of letters from which OTPs are formed 

 authserv.otp.autoLength* Length of an auto OTP 

 authserv.otp.lookahead* The number of OTPs that are not used before users need to 
resynch their tokens with the server. 

 authserv.otp.mobileWebUrl Base address for the Mobile Web token 

 authserv.otp.responseLength* Length of a challenge response 
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Group Name Description 

 authserv.otp.resynclookahead OTP Resync Lookahead 

 authserv.otp.syncLength* Length of a synchronisation response 

 authserv.otp.userKeyLength* Length of user key in characters 

Authentication-
Web 

auth-web.default.account.locked 
Whether the Account Locked checkbox must be ticked by default 
or not 

 auth-web.default.compound.enabled Whether the Compound Enabled checkbox must be ticked by 
default or not 

  auth-
web.default.hardwaretokens.enabled 

Whether Hardware Token support is enabled 

 auth-web.default.otp.token.enabled Whether OTP Token Enabled checkbox must be ticked by default 
or not 

 auth-web.default.password.enabled Whether the Password Enabled checkbox must be ticked by 
default or not 

Client details authserver.companyName The name correspondence will be branded under 

 authserver.shortName Human-friendly server name displayed on token 

 provisioning.email.subject Subject for provisioning emails sent to users 

Internal services authserver.soap.secure.enabled Enable or disable SOAP through https 

 logging.audits.local Enable audits being logged to the local database 

 logging.audits.syslog Enable audits being logged to the syslog 

 logging.diagnostics.local Enable diagnostics being logged to the local drive 

 logging.diagnostics.syslog Enable diagnostics being logged to syslog 

 logging.syslog.info Syslog host information 

Table 1 - Authentication Server settings 

Once you have selected/edited the settings, click on the Update button to save your changes. 
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The Advanced Settings button on the Settings page refers to the Transaction Verification 
settings.  Please refer to the Transaction Verification Solution Overview document for more 

details. 

3.4 RADIUS 

The FireID authentication server exposes a RADIUS service which will allow external systems to 
authenticate users. Before your VPN service or system can use the FireID server to authenticate users using 
RADIUS, it must be set up as a RADIUS client on the FireID server. RADIUS clients are other computers 
which are allowed to access the FireID server via the RADIUS protocol. 

You can configure a RADIUS Client by following the steps below: 

1. Click on the System Configuration tab. 

2. Click on the RADIUS tab. 

3. Click on the Configure New Client link to create a new RADIUS client. 

4. Enter the required details as shown in the figure below: 

 

Figure 28 - Configuring a RADIUS client 

Name: The name of the RADIUS client 

IP: The IP address of the client 

Shared Secret: The secret with which to authenticate the RADIUS client. 

Please note that the settings with anô*ô suffix cannot be changed; these settings are 
greyed out in the Settings page. 
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User Pattern: Enter a user pattern to match users from a specific domain 

Examples of valid patterns: 

.*@fireid\.com 

(.*@fireid\.com)|(.*@somewhere\.com) 

(.*@fireid\.com)|(fred@somewhere\.com) 

(.*@fireid\.com)|((bob|fred)@somewhere\.com) 

(.*@fireid\.com)|(FFAD\\.*) 

Blank patterns shall be construed as being .*, i.e., matching any user name 

Radius Attributes: Enter the RADIUS attributes required for your external RADIUS server  

5. Click on the Create button to create this RADIUS client.  It will appear on the screen with a 
confirmation message: 

 

Figure 29 - RADIUS client 

6. To delete a RADIUS client, click on the Delete link under the Action column. 

3.5 Proxy 

If your organisation uses a proxy server to access the internet, you will need to specify these proxy settings 
in the Proxy tab.  You can configure your proxy client by following the steps below: 

1. Click on the System Configuration tab. 

2. Click on the Proxy tab. 

3. Select the Use Proxy checkbox and enter the required details as shown in the figure below: 
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Figure 30 - Configuring Proxy settings 

Host The name of the Proxy server 

Port The port through which to access the Proxy server 

Use Authentication Select this option if authentication is required to access the 
Proxy server 

Username Username required to access the Proxy server 

Password Password required to access the Proxy server 

4. Click on the Test button to test the connection to the Proxy server. 

5. Click on the Save button to save this Proxy server. 

3.6 Data Sources 

Since you may have user information currently stored in a database or directory, the FireID authentication 
server will allow you to access or import this information.  This will avoid the inconvenience of manually 
migrating users onto the FireID authentication server.  Data sources define the locations where specific user 
data is stored. You can store various elements of a userôs credentials in different databases by creating new 
data sources. You can define data sources to link into existing databases as well. 

You can define two types of data sources: Active Directory and LDAP.  Also, please note that each data 
source must have a unique name. 

You can configure data sources by following the steps below: 

1. Click on the System Configuration tab. 

2. Click on the Data Sources tab. 

3. Click on the New Data Source link to create a new data source client.  The following screen will 
appear: 
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Figure 31 - Configuring Data Source settings 

4. Enter the settings in the appropriate fields: 

Name: The name of the Datasource 

Type Choose Active Directory or LDAP 

Domain The Fully Qualified Domain Name of the DNS Server containing the Active 
Directory 

5. Once the correct Domain name has been specified, the Domain Controller dropdown box will be 
populated with the Domain Controllers from the active Directory server.  Click on the Domain 
Controller dropdown box and choose the required Domain Controller. 

6. Enter a username and associated password for a User with rights to access the Active 
Directory. 

7. Select the Require Encryption option if the connection should be encrypted. 

8. Select the Require Valid Certificate option if the connection requires a valid certificate. 

9. If you are adding an LDAP server, please enter the LDAP URL in the URL field. 

10. The specified settings for the Secure Port and Time Out are default values; you may specify 
your own. 

11. Click on the Detect button to detect the Base DN.  You may be required to specify further 
settings depending on the configuration and/or size of your Active Directory. 

12. Click on the Test Connection button to test the connection to the Active Directory/LDAP server. 




























































